£
&
.
®
-

Model Checking Satellite Constellations

Yu Lu, Alice Miller, Gethin Norman, Chris Johnson
School of Computing Science, University of Glasgow




- Satellite systems: a core component
for critical infrastructures

- Vulnerable to physical and cyber
attacks & accidental faults

- System designers, engineers, and end

users unaware of the failures




- Industrial critical applications depend
on satellite constellations
- Consequences of failure in this are

catastrophic

- European Train Control System (ETCS) Advanced
Testing and Smart Train Positioning System (FP7-
TRANSPORT-314219)




- Formally identify and quantitatively predict reliability,
availability, maintainability, and safety (RAMS)

- Assess the likelihood and consequences of failure to
operations

- Evaluate system performance & remove undesirable
characteristics
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Figure . An overview of probabilistic model checking
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- Quantitative Aspects of Correctness
+ Time, Probabilities, Resources
- Specifications
- Probabilistic temporal logics (PCTL, CSL, Probabilistic LTL)

- (unary minus)

*,/ (multiplication, division)

+, - (addition, subtraction)

<, <=, >=, > (relational operators)
=, != (equality operators)

! (negation)

& (conjunction)

| (disjunction)

<=> (if-and-only-if)

=> (implication)

? (condition evaluation: condition ? a : b means "if condition is true then a else b")
P (probabilistic operator)

S (steady-state operator)

R (reward operator)

A (for-all operator)

E (there-exists operator)
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Figure . Operators (source: http://www.prismmodelchecker.org/)

PCTL Properties

Pmax =? [spec4 A (—spec5%spect)]
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C is available during the navigation?
lable time of satellite C
time of navigation

able time of channel el
The minimum probability that C done transmission with U within T
The maximum probability that E done transmission with U within T

ilability

Availabilities of satellites



